Fraud Risk Assessment

“Total Points Eamed: g-g (395 *Risk Level: [# Marerate | High' ]

EP6-115  200-275 < 200
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1. Does the entity have adequate basic separation of duliss or miligating conlrols as 200 | 200

gullingd in the aftached Basic Separation of Dulies Queslionnaire”
2. Does the entily have governing bady adapled wrilten policies in Ihe following areas:
Conflicl of inlerest?

Procurement?
Ethical bahavior?

Reporting fraud and abuse?
Traval?

CreditPurchasing cards {where applicable)?
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Personal use of anlity assols?
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IT and cormpuber securily?
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i. Cash receipling and deposils?
3. Does the anlity have a licensed or corlilied (CPA, CGFM, CWA, ClA, CFE, COAP, 20
CPFO) expert as part of its managemant team?

a. Do any members of lhe management leam have al leasl 8 bachelor's degree in
arrnunling?
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4. Ara smployees aind eleclad allicials reguired lo annually commil in wriling lo abide by a 20

statement of ethical behavior? 20

5. Have all governing body members comploted entily specific (Dislrict Board Member 20

Training for locallspacial service districls & inlerlocal erdilies, Introduclery Training for 20

tunicipal Officials for cilies & fowns, ele.) onling raining {Lalning. sudior uialiooy)
wilhir four yoars of ferm appointment!eloction dale?

6. Regardless of license ar formal education, does al leasl ona momber of the 0 20
management leam reciive at least 40 hours of farmal fraining relaled te accouriling,
budgetirg, or other linancial areas each year?

7. Does the enlity have or promele a lraud holline? o0 20
8. Does the entity have a formal internal audit function? 20| 2
9. Does the entily have a formal audif commilice” 20| 20

MOUNTAIN GREEN SEWER IMPROVEMENT DISTRICT
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~ Basic Separation of Duties

See the following page for instructions and definitions.

1. D‘»;ﬁ&s ihe entity have a izua-rd chair, der%t, and freasurer who are three
separate people?

2. Are glf the people who are able 1o receive cash or check paymants different
from al of the people who are able 1o make general ledger entries?

3. Are alt the people wha are able to collect cash or check payments different
from all the peapte who are able to adjust customer accounts? If ne customer
achounis, check "MNIA".

4. Are all the peopls who have access to blank checks different from those who
are authorized signers?

5. Does someons other than the clerk and treasurar reconcile alf bank accounts
OR are oniginal bank statements reviewed by a person othar than the clerk to
deiect unauthorized disbursements?

6. Does someone other than the clerk review periodic reports of afl general
tedger accounis to identify unauthorized payments recorded in those
accounts?

7. Are original creditfpurchase card statements received directly from the card
company by someone oliver than the card holder? if no credit/purchase cards, x| X
chack “NM"

8. Does someane other than the credit’purchase card holder ensure that all card
purchases are supported with receipts or olher supporting documerdation? If |x
no crediffpurchase cards, check *NIA".

9. Doas someone who is notl a subordinata of the creditipurchase card holder
review all card purchases for appropriateness (including the chisf X
administrative officer and board members if they have a card)? if no
creditfpurchase cards, check "NAC.

10, Dogs the person who authorizes payment for goods or services, who is not
the clerk, verify the receipt of goods or services? x| X

11. Does someone authorze payrolt payments who is separate from he person
who prepares payroll paymenis? If no Wa2 employees, check "NIA” X X

12. Does someone review all payroll payments vho is separate from the person
who prepares payrolf payments? If no 'W.2 employess, check "N/,

* MC = Mdigabng Contees
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